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Cyber security describes the 

activities and technologies 

used to defend the 

assets and interests 

of an individual or organisation 

to reduce the risk of 

a cyber attack.
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Cyber security’s core functions: 

1. Protect the devices we use and 

services we access from theft or 

damage. 

2. Prevent unauthorised access to 

personal information stored 

online and on devices.



UK Cyber Attack Statistics 2021

Attempts to hack SMEs in the UK = 65,000 each day

Successful hacks = 4,500 each day

Rate of successful hacks in the UK today = 1 business every 11 seconds

Data breaches in Feb 2021 = 2.3 billion records



Common 
Cyber 

Attacks

Ransomware: a 
hacker locks the 

victim’s computer or 
files and holds the 

information for 
ransom 

Phishing: a hacker uses a false 
identity to trick someone into 

providing sensitive information, 
downloading malware or visiting 

a site containing malware   

Malware: malicious 
software designed 

to harm a computer 
system 

https://www.bbc.co.uk/news/av-embeds/51504482/vpid/p05l5r1q
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Micro and SMEs 
aren’t targeted by 

hackers

Only certain 
industries are 
vulnerable to 
cyber attacks

Cyber security 
threats come 

from the outside

You’ll know right 
away if your 
computer is 

infected



SMEs made up over 
half of last year’s 

breach victims

Any business with 
sensitive 

information is 
vulnerable to attack

Insider threats are 
just as likely, and 
harder to detect

Modern malware is 
stealthy and hard to 

detect



What can happen when a ransomware attack occurs?

Attacker gains entry

Attacker researches target and 
identifies access points 

Attacker identifies valuable 
data & weaknesses

Attacker steals data and 
encrypts / destroys 

backups

Attacker encrypts 
files or systems

Attacker leaves 
instructions for 

payment
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Technology

Processes

People



Cyber 
Security 
advice

Cyber 
security 

audit

Staff 
training
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The People Aspect

• Majority of data breaches caused by human error

• ICO Report of data breaches Q2 2020-21

– Finance 304 - Retail & manufacture 291

– Legal 186 - Health 442

• Impact of Covid-19 and working from home

• Employee aspect:

– Protecting confidential information

– Dealing with errors that cause loss



“Top 5” Tips

Contracts & Protection

Monitoring Employees 

GDPR Compliance 

Duty to report to ICO

Disciplinary Action - dismissal
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